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English Abstract: 



A secure mobile phone- point of sale (POS) system includes a mobile phone integrated with a secure 
FED module. The secure FED module is integrated with the mobile phone via the phone's serial port 
or directly to the phone's Frinted Circuit Board Assembly (FCBA). The secure FED module 
conforms to security standards imposed by the payment card industry. The secure mobile phone-FOS 
system has the functionality of both the secure FED and the mobile phone and the look and feel of 
the mobile phone. 

French Abstract: 

L'invention conceme un systeme de point de vente-telephone mobile securise (FOS) comprenant un 
telephone mobile d'une seule piece avec un module FED securise. Celui-ci est integre avec le 
telephone mobile par le biais du port en serie du telephone ou directement dans I'ensemble de carte 
de circuits imprimes (FCBA) de celui-ci. Le module FED securise repond aux normes de securite 
imposees par I'industrie des cartes de paiement. Le systeme FOS-telephone mobile securise possede 
la fonctionnalite du FED securise et le telephone mobile et Tapparence et le toucher du telephone 
mobile. 
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...secure and have not been approved or certified by major financial institutions. Accordingly, the 
current mobile phone-card reader combination devices do not meet the security requirements and 
carmot be certified for FIN entry transaction application and a transaction application 
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commanding protocol (TACP). The hardware components include microprocessor, RAM, SIM slot, 
SIM card, SAM card, SAM slot, smart card reader/writer, screen display, keypad, battery, flash 
memory, erasable memory, serial port, magnetic card reader, real time ... 

Claims: 
10 

12. A secure mobile phone-point of sale (mobile phone-POS) system forconducting secure Personal 
Identification Number (PIN) entry requiring electronictransactions, comprising:a mobile phone;a 
secure PIN Entry Device (PED) comprising a keypad, a screen display and security components 
effecting said keypad and said screen display to meet certification requirements of a certification 
institution for conducting said secure PINentry requiring transactions;software and hardware 
components for processing said secure PIN entryrequiring electronic transactions;wherein said secure 
PED is integrated with said mobile phone; andwherein said mobile phone-POS system comprises 
functionality of both said mobile phone and said secure PED. 

2 The system of claim I wherein said mobile phone-POS system comprises a 

mobile phone form factor selected form a group consisting of bar type, clamshell, flip and slide. 

3 The system of claim 2 \s4ierein said mobile phone-POS system has a length in the range of 2 - 8 
inches, width in the range of 1 3 iftches and weight in the range of S-10 ounces. 

4 The system of claim I wherein said mobile phone comprises a serial interface port and said secure 
PED is integrated with said mobile phone via said serial interface port. 

5 The system of claim I wherein said mobile phone comprises a Printed Circuit Board Assembly 
(PCBA) and said secure PED is integrated directly with said mobile phone's PCB A. 

6 The system of claim I wherein said mobile phone comprises a mobile phone PCBA and said secure 
PED comprises a PED PCBA and said mobile phone PCBA is integrated with said PED PCBA via a 
connector. 

13. The system of claim I wherein said secure PED comprises a Printed Circuit Board Assembly 
(PCBA) and said mobile phone comprises a radio communication module integrated directly onto 
said secure PED's PCBA. 

8 The system of claim 7 wherein said mobile phone further comprises an 

antenna, a speaker, and a microphone, and said antenna, said speaker and said microphone are 
integrated directly onto said secure PED's PCBA. 

9 The system of claim I further comprising a PCBA and said mobile phone and said secure PED are 
integrated directly onto said PCBA. 

10 The system of claim 1 wherein said mobile phone comprises a Subscriber Identification Module 
(SIM ) slot and said secure PED is integrated with said mobile phone via said SIM slot. 

1 1 The system of claim 1 wherein said certification requirements of a 

certification institution are selected from a group consisting of Payment Card Industry (PCI) PED 
specification, Europay MasterCard Visa (EMV) Level I and level 2 standard compliance, Bank Card 
testing Center of China (BCTC) , Zentraler Kreditausschuss (ZKA) and Interac. 

12 The system of claim I wherein said security components are selected from a group consisting of 
microprocessor, RAM, SIM slot for connecting to the said mobile phone, SIM slot for receiving a 
SIM card, SAM slot for receiving a SAM module, smart card reader/writer, screen display, keypad. 
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battery, flash memory, erasable memory, and detector switches, serial port, magnetic card reader, 
hardware id, real time clock, Bluetooth and Infrared port, 

13 The system of claim 1 wherein said software components comprise a secure transaction 
application and a transaction application commanding protocol (TACP). 

14 The system of claim I wherein said hardware components comprise 

microprocessor, RAM, SIM slot, SIM card, SAM card, SAM slot, smart card 14reader/wr iter, screen 
display, keypad, battery, flash memory, erasable memory, serial port, magnetic card reader, real time 
clock, Bluetooth, Infrared port, IrDA and printer, 

1 5 The system of claim I wherein said secure PED comprises said software and hardware 
components for processing said secure PIN entry requiring electronic transactions. 

16 The system of claim 1 wherein said mobile phone comprises said software and hardware 
components for processing said secure PIN entry requiring electronic transactions. 

17 The system of claim I wherein said mobile phone comprises a phone screen display and a phone 
keypad and said phone screen display and phone keypad do not meet certification requirements of a 
certification institution for conducting said secure PIN entry requiring transactions. 

18 A secure mobile phone-POS system for conducting secure PIN entry requiring 

electronic transactions, comprisingia mobile phone comprising a keypad, a screen display, a Printed 
Circuit Board Assembly (PCBA), software and hardware components for processing said securePIN 
entry requiring electronic transactions;a secure PED comprising security components effecting said 
keypad and said screen display to meet certification requirements of a certification institution 
forconducting said secure PIN entry requiring transactions;wherein said secure PED is integrated 
directly with said mobile phone'sPCBA; andwherein said mobile phone-POS comprises functionality 
of both said mobile phone and said secure PED and a mobile form factor. 

19 A method for conducting secure PIN entry requiring electronic transactions, 
comprisingiproviding a mobile phone;providing a secure PED comprising a keypad, a screen display 
and security components effecting said keypad and said screen display to meet 

certification ISrequirements of a certification institution for conducting said secure PIN 
entryrequiring transactions;providing software and hardware components for processing said secure 
PINentry requiring electronic transactions; andintegrating said secure PED with said mobile phone 
thereby forming a securemobile phone-POS system; andwherein said secure mobile phone-POS 
system comprises functionality of both said mobile phone and said secure PED and a mobile form 
factor. 

20 The method of claim 19 wherein said mobile phone comprises a serial 

interface port and said secure PED is integrated with said mobile phone via said serial interface port. 

21 The method of claim 19 wherein said mobile phone comprises a Printed 

Circuit Board Assembly (PCBA) and said secure PED is integrated directly with said mobile phone's 
PCBA. 

22 The method of claim 19 wherein said mobile phone comprises a mobile phone PCBA and said 
secure PED comprises a PED PCBA and said mobile phone PCBA is integrated with said PED 
PCBA via a connector. 

23 The method of claim 19 wherein said secure PED comprises a Printed Circuit Board Assembly 
(PCBA) and said mobile phone comprises a radio communication module integrated directly onto 
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24 The method of claim 23 wherein said mobile phone further comprises an 

antenna, a speaker, and a microphone, and said antenna, said speaker and said microphone are 
integrated directly onto said secure PED's PCBA. 

25 The method of claim 19 further comprising a PCBA and said mobile phone and said secure PED 
are integrated directly onto said mobile phone-POS PCBA. 

16. The method of claim 19 wherein said mobile phone Comprises a Subscriber Identification 
Module (SIM) slot and said secure PED is integrated with said mobile phone via said SIM slot. 

27 The method of claim 19 wherein said certification requirements of a 

certification institution are selected from a group consisting of PCI PED specification, Europay 
MasterCard Visa (EMV) Level I and level 2 standard compliance. Bank Card testing Center of China 
(BCTQ, ZKA and Interac. 

28 The method of claim 19 wherein said security components are selected from a group consisting of 
microprocessor, RAM, SIM slot for connecting to the said mobile phone, SIM slot for receiving a 
SIM card, SAM slot for receiving a SAM module, smart card reader/writer, screen display, keypad, 
battery, flash memory, erasable memory, and detector switches, serial port, magnetic card reader, 
hardware id, real time clock, Bluetooth and Infrared port. 

29 The method of claim 19 wherein said software components comprise a secure transaction 
application and a transaction application commanding protocol (TACP). 

30 The method of claim 19 wherein said hardware components comprise 

microprocessor, RAM, SIM slot, SIM card, SAM card, SAM slot, smart cardreader/writer, screen 
display, keypad, battery, flash memory, erasable memory, serial port, magnetic card reader, real time 
clock, Bluetooth, Infrared port, IrDA and printer. 

31 The method of claim 19 wherein said secure PED comprises said software and hardware 
components for processing said secure PIN entry requiring electronic transactions. 

32 The method of claim 19 wherein said mobile phone comprises said software and hardware 
components for processing said secure PIN entry requiring electronic transactions. 

33 The method of claim 19 wherein said mobile phone comprises a phone screen display and a phone 
keypad and said phone screen display and phone keypad do not 

1 7meet certification requirements of a certification institution for conducting said secure PIN entry 
requiring transactions. 

34 A pin entry device comprising: 

a keypad;a screen display;security components effecting said keypad and said screen display to meet 
certification requirements of a certification institution for entering and display ingsecurity sensitive 
information, respectively; andl 0 wherein said pin entry device is integrated with a non-secure 
mobile phone thereby upgrading said mobile phone with said security components.! 5 



Claims: 

...claim I wherein said security components are selected from a group consisting of microprocessor, 
RAM, SIM slot for connecting to the said mobile phone, SIM slot for receiving a SIM card, SAM 
slot for receiving a SAM module, smart card reader/writer, screen display, keypad, battery, flash 
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memory, erasable memory, and detector switches, serial port, magnetic card protocol (TACP). 

14 The system of claim I wherein said hardware components comprise 

microprocessor, RAM, SIM slot, SIM card, SAM card, SAM slot, smart card 14reader/ writer, 
screen display, keypad, battery, flash memory, erasable memory, serial port, magnetic card reader, 

real time claim 19 wherein said security components are selected from a group consisting of 

microprocessor, RAM, SIM slot for connecting to the said mobile phone, SIM slot for receiving a 
SIM card, SAM slot for receiving a SAM module, smart card reader/writer, screen display, keypad, 
battery, flash memory, erasable memory, and detector switches, serial port, magnetic card... 
...protocol (TACP). 

30 The method of claim 19 wherein said hardware components comprise 

microprocessor, RAM, SIM slot, SIM card, SAM card, SAM slot, smart cardreader/ writer, screen 
display, keypad, battery, flash memory, erasable memory, serial port, magnetic card reader, real 
time... 
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Publication Language: English 
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Fulltext word count: 7806 

English Abstract: 



A system and a method that utilizes transaction terminals (125, 121) equipped with smart card 
readers to download and store multiple prepaid electronic vouchers to a smart card, retrieve and 
decrypt prepaid vouchers from the smart card and print a voucher receipt with a printer (122). A 
mobile transaction server (191) acts as a gateway to a prepaid system (190) and routes transactions 
between transaction terminals (125, 121) and the prepaid system and between transaction terminals. 
The method includes storing a voucher encryption key on a second smart card or hardware security 
module. The voucher encryption key is utilized to decrypt encrypted vouchers on a voucher 
repository smart card. The method also allows for transferring encrypted vouchers between voucher 
smart cards. The transaction terminals may be mobile devices communicating to the mobile 
transaction server over wireless networks or computers connected to a wired network. 

French Abstract: 

La presente invention conceme un systeme et un procede qui utilisent des terminaux de transactions 
(125, 121) equipes de lecteurs de cartes a puce intelligentes de maniere a telecharger et stocker un lot 
de plusieurs bons electroniques prepayes sur une carte a puce intelligente (124), extraire et dechiffrer 
des bons prepayes individuels a partir de la carte a puce intelligente et imprimer un recepisse au 
moyen d'une imprimante (122) connectee au terminal de transactions. Lesdits terminaux de 
transactions (125, 121) sont connectes a un serveur mobile de transactions (191) qui fonctionne 
comme une passerelle vers un systeme prepaye (190) et achemine des transactions entre des 
terminaux de transactions et le systeme prepaye et entre des terminaux de transactions. Cette 
invention a aussi trait a un procede de stockage d'une cle de chifFrement de bons sur une seconde 
carte a puce intelligente ou un module de securite de materiel. Ladite cle est utilisee pour dechif&er 
des bons chiffres sur une carte a puce intelligente de referentiel de bons. Ladite invention a 
egalement pour objet un procede de transfert de bons chiffres entre des cartes a puce intelligentes de 
bons a Taide d'un seul terminal de transactions ou de plusieurs terminaux de transactions. Ces 
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terminaux de transactions peuvent etre des dispositifs mobiles communiquant avec le serveur mobile 
de transactions par le biais de reseaux sans fil ou d'ordinateurs connectes a un reseau cable. 
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Detailed Description: 



...entitled "SYSTEM AND IVIETHOD FOR PAYMENT 

TRANSACTION AUTHENTICATION", 44MOBILE DEVICE EQUIPPED WITH A 
CONTACTLESS SMART CARD READER/WRITER", and "MOBILE 
COMMUNICATION DEVICE EQUIPPED WITH A MAGNETIC STRIPE 

READER", respectively, the contents of which applications are storage accessories. The voucher 

terminal may be a wireless communication device equipped with a smart card reader /writer module 
such as a mobile phone, a personal digital assistant (PDA), a pager, a point of sale (POS) terminal, 

a combinations. The voucher terminal may be a wireless communication device having a 

subscriber identification module (SIM) card slot, a smart card reader/writer module electrically 
connected to the SIM card slot and the smart card reader/ writer module is adapted to receive and 
read/write information stored in/to the voucher smart... 

Claims: 

1 5 

. A system for generating and storing one or more prepaid electronic voucherscomprising:a voucher 
host system adapted to generate said prepaid electronic vouchers;a voucher smart card; anda voucher 
terminal adapted to receive said prepaid electronic vouchers from said voucher host system over a 
network connection and to store said prepaid electronic vouchers in said voucher smart card. 

2 The system of claim I further comprising a transaction server adapted to mediate and aggregate 
transactions and communications between said voucher terminal and said voucher host system over 
said network connection. 

3 The system of claim 1 >A4ierein said voucher smart card comprises a 

1 5 removable smart card selected from a group consisting of a "full size" smart credit card, a "full 
size" smart debit card, a "plug-in" Subscriber Identification Module(SIM) smart card, a "plug-in" 
Secure Access Module (SAM) smart card, acontactless smart card, a stored-value card, a coupon 
card, a reward card, an electronic cash card, a loyalty card, an identification card and combinations 
thereof 

4 The system of claim I wherein said voucher smart card comprises a hardware security module 
(HSM) selected from a group consisting of microprocessors and storage accessories. 
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5 The system of claim 1 wherein said voucher terminal comprises a wireless communication device 
equipped with a smart card reader/writer module selected from a group consisting of a mobile phone, 
a personal digital assistant (PDA), a pager, a point of sale (POS) terminal, a television remote 
control, a personal computer and combinations thereof, and wherein said smart card reader/writer 
module is adapted to receive and read/write information stored in/to said voucher smart card, 
respectively. 

1 6. The system of claim I wherein said voucher terminal comprises a wiredcommunication device 
equipped with a smart card reader/writer module selected from a group consisting of a phone, a wired 
personal digital assistant (PDA), a point of sale(POS) terminal, a television, a personal computer and 
combinations thereof, and wherein said smart card reader/writer module is adapted to receive and 
read/write information stored in/to said voucher smart card, respectively. 

7 The system of claim 1 wherein said voucher terminal comprises a wireless communication device 
comprising a subscriber identification module (SIM) card slot, I 0 a smart card reader/writer module 
electrically connected to said SIM card slot and wherein said smart card reader/writer module is 
adapted to receive and read/write information stored in/to said voucher smart card, respectively. 

8 The system of claim I wherein said network is selected from a group 

1 5 consisting of the Internet, a telecommunications network, a wireless wide area network 
(WWAN), a wireless local area network (WLAN), a personal area network (PAN) and a private 
communication network. 

9 The system of claim 8 wiierein said wireless wide area network (WWAN) is 

selected from a group consisting of a Global System for MobileCommunications(GSM), General 
Packet Radio Service (GPRS), a Code Division Multiple Access(CDMA), CDMA 2000, and 
wideband CDMA(WCDMA). 

10 The system of claim 2 wherein said communications comprise a format 

selected from a group consisting of Short Message Service (SMS), General Packet Radio Service 
(GPRS), Transmission Control Protocol/Internet Protocol (TCP/IP), User Datagram Protocol (UDP), 
Simple Mail Transmission Protocol (SMTP), Simple Network Management Protocol (SNMP), and 
proprietary message formats. 

1 1 The system of claim I further comprising a printer adapted to connect to said voucher terminal for 
printing hard copies of said prepaid electronic vouchers. 

17. The system of claim 1 1 wherein said printer is connected to said voucher terminal via a wired 
connection selected from a group consisting of a serial connection, a parallel connection, a USB 
connection and a mini USB connection. 

13 The system of claim 1 1 wherein said printer is connected to said voucher terminal via a wireless 
connection selected from a group consisting of infrared, Bluetooth, SOl.lx, and short-range radio 
frequency (RF) connections. 

14 The system of claim I wherein said prepaid electronic vouchers comprise data 0 selected from a 
group consisting of a mobile operator code, a voucher number, a voucher expiration date, said 
voucher number in an encrypted format, a voucher value, voucher currency code, voucher product 
code, voucher product description, voucher owner code, and voucher owner. 5 15. The system of 
claim 1 wherein said prepaid electronic vouchers comprise encrypted data. 

16 The system of claim 15 farther comprising a voucher encryption smart card wherein said voucher 
encryption smart card comprises a voucher encryption key for decrypting said encrypted data. 
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17 The system of claim 16 wherein said voucher encryption key is selected from a group consisting 
of a personal identification number (PIN), a private key, a public key, a symmetric key and an 
asymmetric key. 

18 The system of claim 16 wherein said decrypting utilizes techniques selected from a group 
consisting of symmetric keys, asymmetric keys, data encryption 

standard (DES, 3DES), RSA, elliptical curve cryptography (ECC), messageauthentication codes 
(MAC, HMAC, SHA-1, AES, and public key infrastructure (PKI). 

19 The system of claim 1 wherein said voucher terminal fiirther comprises a first voucher application 
wherein said first voucher application provides retrieving of said 

1 Sstored electronic prepaid vouchers from said voucher smart card and printing hard copies of said 
prepaid electronic vouchers. 

20 The system of claim 19 wherein said first application further provides decrypting encrypted data 
stored in said electronic prepaid vouchers. 

21 The system of claim I wherein said voucher terminal further comprises a second voucher 
application wherein said second voucher application provides transferring one or more of said stored 
prepaid electronic vouchers from said voucher smart card to another voucher smart card. 

22 A method for generating and distributing one or more prepaid electronic vouchers issued by a 
merchant for providing a service or a product, said method 

comprisingiproviding a voucher host system adapted to generate said prepaid 
electronicvouchers;providing a voucher terminal adapted to receive said prepaid electronicvouchers 
from said voucher host system over a network connection and to store saidprepaid electronic 
vouchers in a voucher smart card;placing a purchase order and paying for one of said one or more 
prepaidelectronic vouchers from said voucher terminal to said voucher host system over saidnetwork. 
connection;downloading said one prepaid electronic voucher from said voucher hostsystem to said 
voucher terminal over said network connection and storing said oneprepaid electronic voucher in said 
voucher smart card;retrieving said one prepaid electronic voucher from said voucher smart 
card;andpresenting said one prepaid electronic voucher to said merchant and receiving said service or 
product. 

23 The method of claim 22 further comprising providing a transaction server adapted to mediate and 
aggregate transactions and communications between said voucher terminal and said voucher host 
system over said network connection. 

1 9. The method of claim 22 further comprising printing a hard copy of said one prepaid electronic 
voucher before presenting said one prepaid electronic voucher to said merchant. 

25 The method of claim 22 wherein said one electronic prepaid voucher 

comprises data selected from a group consisting of a mobile operator code, a voucher number, a 
voucher expiration date, said voucher number in an encrypted format, a voucher value, voucher 
currency code, voucher product code, voucher product description, voucher owner code, and voucher 
owner.I 0 

26 The method of claim 22 wherein said one prepaid electronic voucher 
comprises encrypted data. 

27 The method of claim 26 wherein an encryption key for said encrypted data is 5 stored in an 
encryption smart card. 

28 The method of claim 27 further comprising decrypting said encrypted data by inserting said 
encryption smart card in said voucher terminal, retrieving said encryption key and using it to decrypt 
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said encrypted data. 

29 The method of claim 22 wherein said voucher smart card comprises a 

removable smart card selected from a group consisting of a "full size" smart credit card, a "fiill size" 
smart debit card, a "plug-in" Subscriber Identification Module(SIM) smart card, a "plug-in" Secure 
Access Module (SAM) smart card, acontactless smart card, a stored-value card, a coupon card, a 
reward card, an electronic cash card, a loyalty card, an identification card and combinations thereof. 

30 The method of claim 22 wherein said voucher smart card comprises a 

hardware security module (HSM) selected from a group consisting ofmicroprocessors and storage 
accessories. 

31 The method of claim 22 wherein said voucher terminal comprises a wireless communication 
device equipped with a smart card reader/writer module selected from a group consisting of a mobile 
phone, a personal digital assistant (PDA), a 

20pager, a point of sale (POS) ten-ninal, a television remote control, a personal computer and 
combinations thereof, and wherein said smart card reader/writer module is adapted to receive and 
read/write information stored in/to said voucher smart card, respectively. 

32 The method of claim 22 wherein said voucher terminal comprises a wired communication device 
equipped with a smart card reader/writer module selected from a group consisting of a phone, a wired 
personal digital assistant (PDA), a point of sale(POS) terminal, a television, a personal computer and 
combinations thereof, and I 0 wherein said smart card reader/writer module is adapted to receive and 
read/write information stored in/to said voucher smart card, respectively. 

33 The method of claim 22 wherein said voucher terminal comprises a wireless communication 
device comprising a subscriber identification module (SIM) card slot, 5 a smart card reader/writer 
module electrically connected to said SIM card slot and wherein said smart card reader/writer 
module is adapted to receive and read/write information stored in/to said voucher smart card, 
respectively. 

34 The method of claim 22 wherein said network is selected from a group 

consisting of the Internet, a telecommunications network, a wireless wide area network (WW AN), a 
wireless local area network (WLAN), a personal area network (PAN) and a private communication 
network. 

35 The method of claim 34 wherein said wireless wide area network (WW AN) is 

selected from a group consisting of a Global System for MobileCon-imunications(GSM), General 
Packet Radio Service (GPRS), a Code Division Multiple Access(CDMA), CDMA 2000, and 
wideband CDMA(WCDMA). 

36 The method of claim 23 wherein said communications comprise a format 

selected from a group consisting of Short Message Service (SMS), General Packet Radio Service 
(GPRS), Transmission Control Protocol/Intemet Protocol (TCP/IP), User Datagram Protocol (UDP), 
Simple Mail Transmission Protocol (SMTP), Simple Network Management Protocol (SNMP), and 
proprietary message fomiats.21. The method of claim 22 wherein said prepaid electronic vouchers 
comprise data selected from a group consisting of a mobile operator code, a voucher number, a 
voucher expiration date, said voucher number in an encrypted format, a voucher value, voucher 
currency code, voucher product code, voucher product description, voucher owner code, and voucher 
owner. 

38 The method of claim 27 wherein said voucher encryption key is selected from a group consisting 
of a personal identification number (PIN), a private key, a public key, a symmetric key, and an 
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asymmetric key. 

39 The method of claim 28 wherein said decrypting utilizes techniques selected from a group 
consisting of symmetric keys, asymmetric keys, data encryption 

standard (DES, 3DES), RSA, elliptical curve cryptography (ECC), messageauthentication codes 
(MAC, HMAC, SHA-1, AES, and public key infrastructure (PKI). 

40 The method of claim 22 wherein said voucher terminal further comprises a first voucher 
application wherein said first voucher application provides said retrieving of said stored electronic 
prepaid vouchers from said voucher smart card and printing hard copies of said prepaid electronic 
vouchers. 

41 The method of claim 40 wherein said first application further provides decrypting of encrypted 
data stored in said electronic prepaid vouchers. 

42 The method of claim 40 wherein said voucher terminal farther comprises a second voucher 
application wherein said second voucher application provides transferring one or more of said stored 
prepaid electronic vouchers from said voucher smal t card to another voucher smart card. 

43 The method of claim 22 further comprising transferring said one prepaid voucher from said 
voucher smart card to a second voucher smart card. 

44 The method of claim 22 further comprising transferring said one prepaid voucher from said 
voucher smart card to a second voucher terminal. 

22 

Claims: 

...1 wherein said voucher terminal comprises a wireless communication device comprising a 
subscriber identification module (SIM) card slot, I 0 a smart card reader/writer module electrically 
connected to said SIM card slot and wherein said smart card reader/writer module is adapted to 

receive and read/write information stored in/to said voucher smart 22 wherein said voucher 

terminal comprises a wireless communication device comprising a subscriber identification module 
(SIM) card slot, 5 a smart card reader/writer module electrically connected to said SIM card slot 
and wherein said smart card reader/writer module is adapted to receive and read/write information 
stored in/to said voucher smart... 
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English Abstract: 



An electronic payment and fulfillment system utilized by a customer for purchasing a digital good 
includes a merchant server 104, a payment server 106, an authentication server 107, a fulfillment 
server 180 and a communication device 110. The communication device 1 10 includes a payment 
card module and the payment card module receives a payment card 190 and reads payment card 
identification information stored in the payment card. The communication device 110 transmits the 
payment card identification information to the payment server 106 and then receives the digital good 
from the fulfillment server 180 and stores it onto the payment card 190. Communications firom and to 
the communication device 1 10 pass through the authentication server 107. 

French Abstract: 

La presente invention a trait a un systeme de paiement et de gestion optimale de commandes utilise 
par un client pour I'achat d'un bien numerique comportant un serveur marchand (104), un serveur de 
paiement (106), et un serveur d'authentification (107), un serveur de gestion optimale de commandes 
(180) et un dispositif de communication (110). Le dispositif de communication (110) comprend un 
module de carte de paiement et le module de carte de paiement recoit une carte de paiement (190) et 
effectue la lecture d'une information d*identification de carte de paiement memorisee dans la carte de 
paiement. Le dispositif de communication (110) transmet Tinformation ^identification de la carte de 
paiement au serveur de paiement (106) et recoit ensuite le bien numerique du serveur de gestion 
optimale de commandes (180) et le memorise dans la carte de paiement (190). Les communications 
depuis et vers le dispositif de communication (110) transitent par le serveur d'authentification (107). 
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Detailed Description: 

...entitled "SYSTEM AND METHOD FOR PAYMENT 

TRANSACTION AUTHENTICATION", 46MOBILE DEVICE EQUIPPED WITH A 
CONTACTLESS SMART CARD READER/WRITER", and "MOBILE 
COMMUNICATION DEVICE EQUIPPED WITH A MAGNETIC STRIPE 

READER", respectively, the contents of which applications are advantages of this invention may 

be one or more of the following. 

Combining a smart card reader (contact or contactless) with a mobile phone can dramatically 

increase the number of smart card reader points of sales in the create more convenience for 

consumers and more opportunities for merchants. Consumers or merchants with a mobile phone 
equipped with a smart card reader would be able to load value to their cards (contact or contactless) 

anytime, anywhere. Using merchant Point of 

5 

Sale (POS) system is either too expensive or not feasible, a mobile device equipped with a smart 
card reader is significantly more cost effective and convenient. 

Brief Description of the Drawings 

FIG. I is a schematic diagram of a system for digital goods purchase and fulfillment using a mobile 
device with a smart card reader according to this invention. 

FIG. 2 illustrates prior art circuitry for the mobile device attachment GSM phone. 

FIG. 3 illustrates circuitry for a mobile device attachment that converts a Single-SBM GSM phone 
into a Dual-SIM /Dual-Slot GSM phone with a contactless smart card reader/ writer. 

FIG. 4 is a diagram of a payment and digital goods fulfillment system according to this invention. 

FIG. 5 illustrates circuitry for a mobile device attachment that converts a Single-SIM GSM phone 
into a Dual- SIM/Dual-Slot GSM phone with a magnetic stripe card reader/writer. 

FIG. 6 is a flow diagram for a shopping application on a mobile device. 

6 size smart cards (See FIG. 2). The prior art defines the basic design of a mobile phone that 

provides a smart card reader either attached to the phone as an accessory or embedded into the 
design of the... or within another full-size smart card that needs to be inserted into a smart card 
reader slot. The communication mobile phone device may be a mobile wireless device and the 
second network may be a... 
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Claims: 

1 5 

. An electronic payment and fulfillment system utilized by a customer forpurchasing a digital good 
comprising:a merchant server adapted to receive a purchase order from said customer for the 
purchase of said digital good, and to create a digital order comprising purchaseorder information;a 
payment server adapted to receive said digital order from said merchantserver and to further route 
said digital order;an authentication server adapted to receive said digital order from saidpayment 
server, format said digital order into a first message and further route saidl 0 first message;a 
communication device comprising a payment card module wherein saidpayment card module is 
adapted to receive a payment card and read payment cardidentification information stored in said 
payment card, and wherein saidcommunication device is adapted to receive said first message from 
saidauthentication server, display said first message to said customer, request and receive 
authorization for payment for said purchase order with said payment card from said customer, 
retrieve said payment card identification information, request and receive payment card security 
information from said customer, and route said authorization and said payment card identification 
and security information to the authentication server, and wherein said authentication server further 
routes said authorization and payment card identification and security information to said payment 
server and from said payment server to a financial institution, wherein said financial institution is 
asked to execute said payment and to send a payment confirmation through said payment server to 
said merchant server and to said authentication server; and a fulfillment server adapted to receive 
said payment confirmation from said payment server and transmit said digital good via said 
authentication server to said communication device, wherein said communication device stores said 
digital good onto said payment card. 

2 The system of claim I wherein said communication device comprises a 
wireless communication device. 

3 The system of claim 1 wiierein said communication device comprises a wired communication 
device. 

1 6. The system of claim 3 wherein said merchant server, said payment server, said authentication 
server, said fulfillment server and said communication device are adapted to send and receive 
messages among each other via a first network. 

5 The system of claim 2 wherein said merchant server, said payment server, said authentication 
server, and said fulfillment server are adapted to send and receive messages among each other via a 
first network and said wireless communication device is adapted to send and receive messages to said 
authentication server via a 1 0 second network and wherein said second network comprises a wireless 
network. 

6 The system of claim 2 vN4ierein said wireless communication device is selected from a group 
consisting of a mobile phone, a personal digital assistant, a pager, a wireless laptop computer, a 
personal computer, a television remote control, 1 5 programmable versions thereof and combinations 
thereof. 

7 The system of claim 5 wiierein said wireless network is selected from a group consisting of a 
wireless wide area network (WW AN), a wireless local area network (WLAN), a personal area 
network (PAN) and a private communication network. 

8 The system of claim 7 wherein said wireless wide area network (WW AN) is 

selected from a group consisting of a Global System for MobileCommunications(GSM), General 
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Packet Radio Service (GPRS), a Code Division Multiple Access(CDMA), CDMA 2000, and 
wideband CDMA(WCDMA). 

9 The system of claim 4 vs4ierein said wired communication device comprises a telephone and said 
first network comprises a telecommunications network. 

10 The system of claim 4 wherein said wired communication device comprises a computer and said 
first network comprises the Internet 

1 1 The system of claim I wherein said payment card comprises a smart card selected from a group 
consisting of a full size smart card, a contactless smart card, a SIM smart card, a USIM smart card, a 
credit card, a debit card, a stored-value card, a 

1 7coupon card, a reward card, an electronic cash card, a loyalty card, an identification card and 
combinations thereof 

12 The system of claim 1 wherein said payment card comprises a magnetic stripe card. 

13 The system of claim I wherein said merchant server receives said purchase order by said customer 
via a route selected from a group consisting of the Internet, telephone connection, mail order form, 
fax, e-mail, voice recognition system, shot message service, interactive voice recording (IVR), and 
face-to-face communication with the customer, 

14 The system of claim 2 wherein said wireless communication device comprises a subscriber 
identification module (SIM) card slot and said payment card module is electrically connected to said 
SIM card slot. 

15 The system of claim 1 wherein said payment card information is selected from a group consisting 
of cardholder identification information, card identification information, authentication information, 
card issuer information, and financial institution information. 

16 The system of claim 1 wherein said digital good is selected from a group consisting of electronic 
cash, electronic tickets, electronic coupons, loyalty points, credits for pre-paid mobile airtime, credits 
for pre-paid utilities, electronic gift certificates, digital rights managements(DRM) certificates, 
electronic transit tokens, music, software, movies, and books. 

1 7 The system of claim I wherein said merchant server and said ftilfiUment server comprise one 
entity. 

1 8 The system of claim 1 wherein said customer places said purchase order to said merchant server 
via said communication device. 

1 8. The system of claim I wherein said communication device ffirther comprises a shopping 
application and wherein said customer utilizes said shopping application, to select said digital good, 
to place said purchase order, to authorize, authenticate and pay with said payment card, and to store 
said digital good onto said payment card. 

20 The system of claim I wherein said payment card module comprises a 
payment card reader and writer module. 21.. The system of claim I wherein said communication 
device further comprises a 1 0 digital good generation application and wherein said digital good 
generation application receives a digital receipt for said digital good and generates said digital good. 
22 The system of claim 1 wherein said first message comprises a forinat selected 1 5 from a group 
consisting of Short Message Service (SMS), General Packet Radio Service (GPRS), Transmission 
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Control Protocol/Internet Protocol (TCP/IP), User Datagram Protocol (UDP), Simple Mail 
Transmission Protocol (SMTP), Simple Network Management Protocol (SNMP), and proprietary 
message fomiats. 

23 An electronic payment and fulfillment method utilized by a customer for 

purchasing a digital good comprising:placing a purchase order with a merchant server for said digital 
good andchoosing to pay via a communication device;providing said merchant server with 
identification information for saidcommunication device;creating a digital order comprising purchase 
order information and saididentification number for said communication device by said merchant 
server; routing said digital order to a payment server and from said payment server toan 
authentication server;formatting said digital order into a first message by said authentication 
serverand routing said first message to said communication device;displaying said first message on 
said communication device and requestingand receiving authorization of payment fi-om the 
customer; 19retrieving identification information of a payment card from saidcommunication 
device;requesting and receiving security information of said payment card from saidcustomer via 
said communication device;routing said authorization and said payment card identification and 
security information through said authentication server to said payment server and from saidpayment 
server to a financial institution;executing said payment at said financial institution and sending a 
paymentconfirmation to said payment server;routing said payment confirmation from said payment 
server to said merchantserver and to a fulfillment server;transmitting said digital good from said 
fulfillment server via saidauthentication server to said communication device; andstoring said digital 
good onto said payment card by said communicationdevice. 

24 The method of claim 23 wherein said communication device comprises a 

payment card module adapted to receive said payment card and read said payment card identification 
information stored in said payment card and to receive a digital good and store said digital good onto 
said payment card. 

25 The method of claim 23 wherein said communication device comprises a 
wireless communication device. 

26 The method of claim 23 wherein said communication device comprises a 
wired communication device. 

27 The method of claim 26 wherein said merchant server, said payment server, said authentication 
server, said fulfillment server and said communication device are adapted to send and receive 
messages among each other via a first network. 

28 The method of claim 25 wherein said merchant se rver, said payment server, said authentication 
server, and said fulfillment server are adapted to send and receive messages among each other via a 
first network and said wireless communication 

20device is adapted to send and receive messages to said authentication server via a second network 
and wherein said second network comprises a wireless network. 

29 The method of claim 25 wherein said wireless communication device is 

selected from a group consisting of a mobile phone, a personal digital assistant, a pager, a wireless 
laptop computer, a personal computer, a television remote control, programmable versions thereof 
and combinations thereof. 

30 The method of claim 28 wherein said wireless network is selected fi*om a group consisting of a 
wireless wide area network, (WW AN), a wireless local area network (WLAN), a personal area 
network (PAN) and a private communication network. 
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31 The method of claim 30 wherein said wireless wide area network (WWAN) is 

selected from a group consisting of a Global System for MobileCommunications(GSM), General 
Packet Radio Service (GPRS), a Code Division Multiple Access(CDMA), CDMA 2000, and 
wideband CDMA(WCDMA). 

32 The method of claim 26 wherein said wired device comprises a telephone and said first network 
comprises a telecommunications network. 

33 The method of claim 26 wherein said wired device comprises a computer and said first network 
comprises the Internet. 

34 The method of claim 23 wherein said payment card comprises a smart card selected from a group 
consisting of a full size smart card, a contactless smart card, a SIM smart card, a USIM smart card, a 
credit card, a debit card, a stored-value card, a coupon card, a reward card, an electronic cash card, a 
loyalty card, an identification card and combinations thereof. 

35 The method of claim 23 wherein said payment card comprises a magnetic 

stripe card.21. The method of claim 23 wherein said placing a purchase order comprisesplacing a 
purchase order via a route selected from a group consisting of the Internet, telephone connection, 
mail order form, fax, e-mail, voice recognition system, shot message service, interactive voice 
recording (I VR), and face-to-face communication with the customer. 

37 The method of claim 24 wherein said communication device comprises a 

subscriber identification module (SIM) card slot and said payment card module is electrically 
connected to said SIM card slot.l 0 

38 The method of claim 23 wherein said payment card information is selected from a group 
consisting of cardholder identification information, card identification information, authentication 
information, card issuer information, and financial institution information. 

1 5 

39 The method of claim 23 wherein said digital good is selected from a group consisting of electronic 
cash, electronic tickets, electronic coupons, loyalty points, credits for pre-paid mobile airtime, credits 
for pre-paid utilities, electronic gift certificates, digital rights managements(DRM) certificates, 
electronic transit tokens, music, software, movies, and books. 

40 The method of claim 23 wherein said merchant server and said fulfillment server comprise one 
entity. 

41 The method of claim 23 wherein said customer places said purchase order to said merchant server 
via said communication device. 

42 The method of claim 23 wherein said communication device ftirther comprises a shopping 
application and wherein said customer utilizes said shopping application, to select said digital good, 
to place said purchase order, to authorize, authenticate and pay with said payment card, and to store 
said digital good onto said payment card. 

43 The method of claim 24 wherein said payment card module comprises a 

payment card reader and writer module.22. The method of claim 23 wherein said communication 
device further comprises a digital good generation application and wherein said digital good 
generation application receives a digital receipt for said digital good and generates said digital good. 
45 The method of claim 23 wherein said first message comprises a format 



24 



10/808,697 

Date of Search: 11/16/06 

selected from a group consisting of Short Message Service (SMS), General Packet Radio Service 
(GPRS), Transmission Control Protocol/Internet Protocol (TCP/IP), User Datagram Protocol (UDP), 
Simple Mail Transmission Protocol (SMTP), Simple Network Management Protocol (SNMP), and 
proprietary message formats. 1 523 
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English Abstract: 







A wireless mobile device (550) is adapted to access a wireless network and includes a subscriber 
identification module (SIM) card slot (552) and a contactless smart card module (500) electrically 
connected to the SIM card slot (552) and thereby to the wireless mobile device (550). The contactless 
smart card module (500) is adapted to receive and read information stored in a contactless smart card 
(506) and transmit this information to an entity through the wireless mobile device (550) and the 
wireless network. The wireless mobile device (550) of this invention is used to conduct financial 
transactions using the contactless smart card (506). The financial transactions include face-to-face or 
remote purchases, payment with electronic cash stored in the contactless smart card, or payment with 
the contactless smart card through a financial institution, and downloading and storing of digital 
goods or services in the contactless smart card. 

French Abstract: 

L'invention a trait a un dispositif mobile sans fil (550), adapte pour acceder a un reseau sans fil, et 
comprenant une fente pour carte d'identification de Tabonne (SIM) (552), et un module de carte a 
puce intelligente sans contact (500), lequel est relie par voie electrique a la fente pour carte SIM 
(552) et ainsi au dispositif mobile sans fil (550). Le module de carte a puce sans contact (500) est 
adapte de maniere a recevoir et a lire des informations stockees dans une carte a puce intelligente 
sans contact (506), et a transferer ces informations vers une entite par Tintermediaire du dispositif 
mobile sans fil (550) et du reseau sans fil. Le dispositif mobile sans fil (550) selon I'invention sert a 
mener des operations financieres au moyen de la carte a puce intelligente sans contact (506). Parmi 
lesdites operations financieres, on compte les achats en personne ou a distance, le paiement au moyen 
de monnaie electronique stockee dans la carte a puce intelligente sans contact, ou le paiement au 
moyen de la carte a puce intelligente sans contact par I'intermediaire d'une institution financiere, et le 
telechargement et le stockage de biens ou de services numeriques dans la carte a puce intelligente 
sans contact. 



L '^^•'^ 


Pub. Date 


Kind 


Text 


Publication 


20040205 


Al 


With international search report. 


Publication 


20040205 


Al 


Before the expiration of the time limit for amending the 
claims and to be republished in the event of the receipt 
of amendments. 



Detailed Description: 



...phone I 1 0 that is equipped with a contactless smart card reader/writer. 

The mobile phone 1 1 0 establishes a communication link 70 with the contactless smart card and... 
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Claims: 

1 5 

. A wireless mobile device adapted to access a wireless network comprising:a subscriber 
identification module (SIM) card slot; anda contactless smart card module electrically connected to 
said SIM card slot;andwherein said contactless smart card module is adapted to receive and read 
information stored in a contactless smart card and transmit said information to an entity via said 
wireless network.! 0 

2 The wireless mobile device of claim 1 wherein said contactless smart card module is fw-ther 
adapted to receive information from said entity via said network and transmit and write said 
inforination in said contactless smart card. 1 5 3. The wireless mobile device of claim 1 wherein said 
information is selected from a group consisting of cardholder identification information, card 
identification information, authentication information, smart card issuer information, financial 
institution information, digital goods, digital services, and digital currency. 

4 The wireless mobile device of claim 3 wherein said digital goods are selected from a group 
consisting of electronic cash, electronic coupons, electronic gift certificates, electronic transit tokens,, 
music, software, movies, and books. 

5 The wireless mobile device of claim 1 further comprising; 

a memory;a Central Processing Unit (CPU);a SIM card conriected to said SIM card slot, said SIM 
card authenticating saidwireless mobile device to said wireless network; anda first application 
program associated with said memory and said CPU andbeing adapted to receive and transmit 
instructions from said contactless smart card module to said wireless mobile phone and the reverse. 1 
6. The wireless mobile device of claim 5 fiirther comprising a second application program associated 
with said memory and said CPU and being adapted to route and transmit data and information among 
said wireless mobile phone, said smart card module, and other interfaces connected to said CPU. 

7 The wireless mobile device of claim 6 wherein said other interfaces are selected from a group 
consisting of smart card interfaces, infrared transceiver interfaces, serial communication interfaces, 
and magnetic stripe reader interfaces. 

8 The wireless mobile device of claim 6 wherein said first and second 

application programs are stored in storage selected from a group consisting of said CPU, said SIM 
card, an external SIM card, said contactless smart card , and an external card. 1 5 9. The wireless 
mobile device of claim 1 further comprising an antenna for receiving and transmitting messages to 
and from said contactless smart card. 

10 The wireless mobile device of claim I wherein said wireless mobile device is selected fi'om a 
group consisting of a mobile phone, a personal digital assistant, a pager, a wireless laptop computer, 
a personal computer, a television remote control, and combinations thereof. 

1 1 The wireless mobile device of claim I wherein said wireless network is selected from a group 
consisting of a wireless wide area network (WW AN), a wireless local area network (WLAN), a 
private network, and a personal area network (PAN). 

12 The wireless mobile device of claim 1 1 wherein said wireless wide area network (WWAN) is 
selected from a group consisting of a Global System for Mobile 

Communications(GSM), a Code Division Multiple Access(CDMA), CDMA 2000,and wideband 
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CDMA(WCDMA).17. The wireless mobile device of claim I wherein said wireless mobile device is 
used for making financial transactions between a user and said entity with said contactless smart card 
over said network. 

14 The wireless mobile device of claim 13 wherein said financial transactions between said user and 
said entity are face-to-face. 

15 The wireless mobile device of claim 13 wherein said financial transactions between said user and 
said entity are remote. 

16 An electronic communication method comprising: 

purchasing a good or a service from a merchant; andpaying with a contactless smart card via a 
wireless mobile device;wherein said wireless mobile device is adapted to access a wireless network 
and comprises a subscriber identification module (SIM) card slot and a contactless smart card 
module electrically connected to said SIM card slot and wherein said contactless smart card module 
is adapted to receive and read information stored in said contactless smart card and transmit said 
information to an entity via said wireless network. 

17 The electronic communication method of claim 16 further comprising 
receiving said good or service electronically and storing it in said contactless card. 

18 The electronic communication method of claim 14 further comprising 
retrieving said good or service fi-om said contactless card and redeeming it. 

19 An electronic payment method utilized by a customer to pay a merchant with electronic cash 
stored in a contactless smart card for a face-to-face purchase of a good 

or service comprising:placing an order by said customer for said purchase of said good or service 
tosaid merchant;providing a wireless mobile device wherein said mobile device is adapted to access a 
wireless network and comprises a subscriber identification module (SIM) card slot and a contactless 
smart card module electrically connected to said SIM cardl 8slot and wherein said contactless smart 
card module is adapted to receive and read information stored in said contactless smart card and 
transmit said information viasaid wireless network;entering information of said purchase in said 
wireless mobile phone;positioning said contactless smart card in close proximity to said wireless 
mobile device, retrieving smart card identification information and authorizing withdrawal of an 
electronic cash amount for payment for said good or service fromsaid smart card;sending said 
purchase information, said smart card identification information and said electronic cash amount to 
an authentication server via said wireless network; authenticating and sending said purchase 
information and said electronic cash amount by said authentication server to a business account of 
said merchant held in afinancial institution;registering said purchase information and depositing said 
electronic cash 1 5 amount to said merchant's business account and sending confirmation by 
saidfinancial institution to said authentication server;forwarding said confirmation to said wireless 
mobile phone; andfulfiUing said order to said customer by said merchant. 

20 An electronic payment method utilized by a customer to pay a merchant with a contactless smart 
card for a face-to-face purchase of a good or service comprising: placing an order by said customer 
for said purchase of said good or service to 

said merchant;providing a wireless mobile device wherein said wireless mobile device is adapted to 
access a wireless network and comprises a subscriber identification module (SIM) card slot and a 
contactless smart card module electrically connected to said SIM card slot and wherein said 
contactless smart card module is adapted to receive and read information stored in said contactless 
smart card and transmit saidinformation via said wireless network;entering information of said 
purchase in said wireless mobile phone;positioning said contactless smart card in close proximity to 
said wireless mobile device, retrieving smart card identification information from said 
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contactlesssmart card and authorizing payment for said good or service;! 9formatting said purchase 
inform@tion, said smart card identificationinformation and said payment authorization into a first 
message and sending said firstmessage to an authentication server via said wireless 
network;authenticating and sending said first message by said authentication server to afinancial 
institution;registering said purchase information and sending approval for said paymentby said 
financial institution to said authentication server;forwarding said payment approval to said wireless 
mobile phone; andfulfilling said order to said customer by said merchant.! 0 

21 The electronic payment method of claim 20 wherein said first message 

comprises a format selected from a group consisting of Short Message Service (SMS), General 
Packet Radio Service (GPRS), Transmission Control Protocol/Internet Protocol (TCP/IP), User 
Datagram Protocol (UDP), Simple Mail Transmission 1 5 Protocol (SMTP), Simple Network 
Management Protocol (SNMP), and proprietary message formats. 

22 An electronic payment metiiod utilized by a customer to pay a merchant with a contactless smart 
card for a remote purchase of a good or service comprising: placing an order by said customer for 
said purchase of said good or service to a merchant server via a first network and choosing to pay via 
a wireless mobile device wherein said wireless mobile device is adapted to access a wireless network 
and comprises a subscriber identification module (SIM) card slot and a contactless smart card 
module electrically connected to said SIM card slot and wherein said contactless smart card module 
is adapted to receive and read information stored in said contactless smart card and transmit said 
information via said wireless network; providing said merchant server with an identification 
information for said 

wireless mobile device;creating a digital order comprising purchase information and 
saididentification number for said wireless mobile device by said merchant server; routing said 
digital order to an authentication server via said first network; formatting said digital order into a first 
message wherein said first messageis adapted to be transmitted over said wireless network;20routing 
said first message over said wireless network to said wireless mobiledevice;displaying said first 
message on said wireless mobile device;requesting and receiving authorization of payment from the 
customer via saidwireless mobile device;positioning said contactless smart card in close proximity to 
said wireless mobile device and retrieving smart card identification and security information; 
formatting authorization result and smart card identification and security information into a second 
message and routing said second message to saidauthentication server;authenticating and routing said 
second message to a financial institution, wherein said financial institution is the issuer of said 
contactless smart card; and approving and executing said payment at said financial institution, 
forwarding said payment approval to said authentication server and from saidauthentication server to 
said wireless mobile phone; andfulfilling said order to said customer by said merchant. 

23 The electronic payment method of claim 22 wherein said good or service comprises a digital good 
or a digital service and wherein said fulfilling comprises dov^oiloading and storing said digital good 
or service in said contactless smart card. 

24 The electronic payment method of claim 23 wherein said digital good is selected fi-om a group 
consisting of electronic cash, electronic coupons, electronic gift certificates, electronic transit tokens,, 
music, software, movies, and books. 

25 The electronic payment method of claim 22 wherein said wireless mobile device is selected from 
a group consisting of a mobile phone, a personal digital assistant, a pager, a wireless laptop 
computer, a personal computer, a television remote control, and combinations thereof. 
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26 The electronic payment method of claim 22 wherein said wireless network is selected from a 
group consisting of a wireless wide area network (WWAN), a 

21 wireless local area network (WLAN), a private network, and a personal area network (PAN). 

27 The electronic payment method of claim 26 wherein said wireless wide area network (WWAN) is 
selected from a group consisting of a Global System for Mobile 

Communications(GSM), a Code Division Multiple Access(CDMA), CDMA 2000,and wideband 
CDMA(WCDMA). 

28 The electronic payment method of claim 22 wherein said first and second I 0 messages comprise a 
format selected from a group consisting of Short Message 

Service (SMS), General Packet Radio Service (GPRS), Transmission ControlProtocol/Intemet 
Protocol (TCP/IP), User Datagram Protocol (UDP), Simple Mail Transmission Protocol (SMTP), 
Simple Network Management Protocol (SNMP), and proprietary message formats. 1 522 
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